Onondaga County Board of Elections
Meeting Agenda

July 31, 2025
2:30 PM

Type of Meeting: Decision Making
Commissioners: Dustin Czarny and Kevin Ryan

Invitees: Nicole Walsh, Dez LaFave, Michelle Edinger, Sydney Szczesniak
I. Call to Order: Dustin Czarny at 2:31
I[I. Roll Call: Dustin Czarny, Kevin Ryan, Nicole Walsh, Michelle Edinger, Sydney Szczesniak
[II. Approval of Agenda: 2 YES /0 NO
[V. New Business:
1. Approval of USB Policy Plan 2 YES / 0 NO
2. Approval of 14-character passwords for staff 2 YES / 0 NO

Approval of Absentee Ballot Policy 2 YES / 0 NO

[O%)

4. Approval of Social Media Calendar 2 YES /0 NO
5. Approval of Village Election Costs 2 YES /0 NO
6. Approval of Contingency Plan 2 YES /0 NO

V. Adjournment: 2:40pm / Kevin Ryan second
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Version History

Version: Date Description Updated By

1.0:1/9/2019 | Initial publication of Recommendations and Best Election Operations
Practices for Removable Media and Data Transfers.
Document provides suggestions, recommendations and
best practices that County Board of Elections should
adopt and implement to increase the security of
election operations during the election process.
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Purpose

This document provides suggestions, recommendations and best practices that County Board of
Elections (CBOE) should adopt and implement to increase the security posture of election
operations during the election process. This document will be reviewed and updated based on
the changing election environment, industry standards and cyber security threats. County
Board of Elections should make every effort to implement the guidance provided in this
document.

Overview

The use of removable media and performing data transfers play an integral part in election
processes. Removable media is used in transferring data from election management systems
(EMS), precinct based optical scanners (PBOS), central count optical scanners (CCOS), ballot
marking devices (BMD), automated audit tools, desktops, laptops, election night reporting
activities as well as numerous every day election activities. Each CBOE should ensure that
removable media are free from viruses and malware before being used in any device.

The New York State Board of Elections (SBOE) has certified a closed network configuration for
county board of elections to implement. A closed network is a stand-alone Local Area Network
(LAN) that is restricted (closed) in that it only connects to an EMS server or servers, central count
voting system or automated audit tool to specific workstations within a CBOE local and controlled
environment, typically a room or building. The closed network is restricted to specific
workstations and users and not connected to any other internal or external network. Removable
media must be introduced into this closed network in order to transfer election configuration
information to PBOSs, CCOSs, BMDs, automated audit tools and to receive election results from
the same systems. The use of removable media within a closed network must be strictly
controlled so as not to introduce viruses or malware.

Additionally, election night reporting (ENR) is a process performed by each CBOE. Beginning at
10 p.m. on Election Night, each CBOE must upload their first XML file containing unofficial
election results to the SBOE and for posting to the County’s website. Unofficial election results
may be generated from a closed network EMS, transferred to removable media and then
uploaded by the CBOE via NYSVoter VPN connection to SBOE. The use of removable media may
introduce viruses and malware that may potentially change unofficial election results. Election
night reporting is not only critical to informing the public but also assuring the public that the
election process is fair, honest and transparent. Erroneous reporting undermines the trust of the
public to the entire election processing.

The use of removable media is necessary to carry out New York State’s election processes.
Insecure methods of results/data transfer increase the risk of compromising the integrity and
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confidentiality of the election data. This document will provide recommendations to reduce risks
in using removable media in New York State’s election processes.

Definitions
The following terms will be used in the recommendations provided.

CD-R: a blank compact disc which can only be recorded on once (write-once media).

Closed Network: a stand-alone Local Area Network (LAN) that is restricted (closed) in that it only
connects an EMS server or servers, central count voting system or automated audit tool to
specific workstations within a CBOE local and controlled environment, typically a room or
building. The closed network is restricted to specific workstations and users and not connected
to any other internal or external network/internet. A standalone EMS system that is self-
contained can also be considered a closed network.

Dedicated USB Flash Drive: a data storage device which is used for a single purpose throughout
the lifecycle of the device.

e Election Night Reporting (ENR) USB Flash Drive: only purpose is to transfer unofficial
results from the EMS closed network to NYSVoter VPN open network.

e Ballot PDF Transfer USB Flash Drive: only purpose is to transfer ballot PDFs from the
EMS closed network to a PC connected on the CBOE open network.

® Bridge Data USB Flash Drive: only purpose is to transfer bridge data files from a PC
connected on the CBOE open network to the EMS closed network.

e Data Import USB Flash Drive: only purpose is to transfer data import files from a PC
connected on the CBOE open network to the EMS closed network.

DVD-R: a digital versatile disc recordable which can only be recorded on once (write-once media).

Encryption: A technique used to protect the confidentiality of information. The process
transforms ("encrypts") readable information into unintelligible text through an algorithm and
associated cryptographic key(s).

Encryption is a cryptographic operation that is used to enhance security and protect the State’s
electronic data (“data”) by transforming readable information (“plaintext”) into unintelligible
information (“ciphertext”). Encryption is an effective tool in mitigating the threat of
unauthorized access to data (NYS-S14-007).

Erase: for purposes of this document, erase is synonymous with the definition of clear as
defined in NIST 800-88 R1 — Guidelines for Media Sanitization.
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Open Network: a Wide Area Network (WAN) that is an open network (connected to an external
network/internet).

Removable Media: Portable data storage medium that can be added to or removed from a
computing device or network. Examples include, but are not limited to: optical discs (CD, DVD,
Blu-ray); external / removable hard drives; external / removable Solid State Disk (SSD) drives;
magnetic / optical tapes; flash memory devices (USB, eSATA, Flash Drive, Thumb Drive); flash
memory cards (Secure Digital, CompactFlash, Memory Stick, MMC, xD); and other external /
removable disks (floppy, Zip, Jaz, Bernoulli, UMD). Source — CNSSI 4009-2015

Write blocker: a device that allows acquisition of information on a drive without creating the
possibility of accidentally damaging the drive contents by allowing read commands to pass but
by blocking write commands.

General Recommendations

1. All removable media that are used in the voting process are considered part of the voting
system and must always be physically secured (that is, in use or locked away) and only used
for the voting process.

2. All new removable media must be sanitized before use in any CBOE device. For all other
existing removable media, if there is any uncertainty in the status, removable media must be
sanitized before use in any CBOE device. Removable media must be sanitized per NYS ITS IT
Standard: Sanitization/Secure Disposal (NYS-513-003).

3. For removable media that will be used on board of elections closed network, a write blocker
should be used anytime said removable media is used on a device that is not connected to
the EMS closed network.

4. For removable media that has been used outside the EMS closed network without a write
blocker, or if you are unsure of usage, the removable media cannot be used in the EMS closed
network environment until the removable media has been sanitized. Removable media must
be sanitized per NYS ITS IT Standard: Sanitization/Secure Disposal (NYS-$13-003).

5. For EMS, CCOS, PBOS, BMD, and automated audit tools, system upgrades must be distributed
via write-once media (CD-R/DVD-R) and hash checked before installation.

a. For bridge data, downloaded files must be scanned with anti-virus and anti-malware
software. If no threats are found, the files may be written to write-once media (CD-
R/DVD-R) or to the dedicated bridge data USB flash drive that will be used to update
the EMS database on the closed network. Once the database is updated, the data
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must be manually verified by a defined process and procedure to ensure the integrity
and accuracy.

Best Practices for Transmission of Files and Data

Election activities create the need to transfer files and data on a regular basis. CBOEs must ensure
that the transfer of files and data is handled in a most secure method. Below are best practices
that should be followed when transferring files and data for election activities.

1. Secure file transfer options:

a.

Secure File Transfer Protocol (SFTP) — network protocol that provides file access,
transfer and management using Secure Shell (SSH) when transferring files between a
client and server over a network. SSH is a cryptographic network protocol that
provides the secure channel by encrypting both the commands and data during the
session.

FTPS (also known as FTPES, FTP-SSL, S-FTP and FTP Secure) — file transfer protocol that
adds support for Transport Layer Security (TLS) and Secure Sockets Layer (SSL)
cryptographic protocols.

Hypertext Transfer Protocol (HTTP) for Secure Communication (HTTPS) -
communication protocol that implements Transport Layer Security.

Note: the use of File Transfer Protocol (FTP) is not recommended as it does not provide a
secure channel in the transfer and management of files between a client and server (sender

and recipient).

2. Encryption in Transit:
Encryption in transit should be used to protect files and data from being accessed by
unauthorized users. Encryption enables the security principal of confidentiality to be
maintained. The need for encryption of information is based on its classification, risk

assessment results, and use cases.

Per NYS ITS IT Standard: Encryption (NYS-S14-007), Encryption is required for data in transit
in the following situations:
1. When electronic Personal, Private or Sensitive Information (PPSI) is transmitted
(including, but not limited to, e-mail, File Transfer Protocol (FTP), instant messaging, e-
fax, Voice Over Internet Protocol (VolP), etc.).
2. When encryption of data in transit is prescribed by law or regulation.
3. When connecting to the State internal network(s) over a wireless network.
4. When remotely accessing the State internal network(s) or devices over a shared (e.g.,
Internet) or personal (e.g., Bluetooth, infrared) network. This does not apply to remote
access over a State managed point to point dedicated connection.
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5. When data is being transmitted with a State public facing website and/or web services,
they are required to utilize Hypertext Transfer Protocol Secure (HTTPS) in lieu of
Hypertext Transfer Protocol (HTTP). State public facing websites must automatically
redirect HTTP requests to HTTPS websites. Minimum browser support is listed in
Appendix C.

Appropriate encryption methods for data in transit include, but are not limited to, Transport
Layer Security (TLS) 1.2 or later, Secure Shell (SSH) 2.0 or later, Wi-Fi Protected Access (WPA)
version 2 or later (with Wi-Fi Protected Setup disabled) and encrypted Virtual Private
Networks (VPNs). Components should be configured to support the strongest cipher suites
possible. Ciphers that are not compliant with this standard must be disabled.

3. Hash Check:
A hash check should be used to ensure that contents of a file have not been modified. Users
must generate a hash value (SHA-256 recommended) of a file before it is transmitted which
is then compared to a hash value generated upon delivery. The recipient verifies that the
hash values match. Performing a hash check verifies that the file was not modified in an
unauthorized or undetected manner thus maintaining the security principal of integrity.

Note: hash value must be communicated between the sender and recipient using an out-of-
band method.

4. Digital signatures:
Digital signatures can be used to validate the authenticity of digital messages or documents.
A valid digital signature provides the security principals of authentication (recipient has
reason to believe that the message or document was created by a known sender), non-
repudiation (sender cannot deny having sent the message or document), and integrity
(message was not altered in transit).

5. Data:

CBOEs shall only transmit the minimum required data set for a given request/activity. CBOE
shall not send data elements that are not necessary in any transmission.
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Recommendations for Election Night Reporting (ENR) of
Unofficial Results (Options 1 —4)

Option 1: CD-R/DVD-R

Recommendation: Write (a.k.a. burn) xml file(s) to a CD-R or DVD-R using the CD/DVD writer
installed in the EMS server to transfer xml file(s) from the EMS closed network to NYSVoter VPN
open network. If the EMS server does not have the capability to write to a CD-R or DVD-R, then
an external writer may be attached to the EMS server.

Rationale: The CD-R or DVD-R is write-once technology that uses pristine media that does not
contain data, files, applications or executables that would introduce viruses or malware to the
closed network devices. After the successful transmission of xml file(s), the CD-R or DVD-R
should be either archived or shredded based on the CBOE procedures.

Steps:

1. Write xml file(s) to CD-R/DVD-R (closed network EMS server)
2. Insert CD-R/DVD-R into the open network PC that connects to the NYSVoter VPN and

upload (transmit) xml files
3. After file uploads, eject CD-R/DVD-R from the open network PC and perform one of two

options
4. Archive CD-R/DVD-R (XML files) or
5. Shred CD-R/DVD-R

For subsequent uploads, use a new CD-R/DVD-R to transfer unofficial results from the EMS closed

network.
Figure: 1
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Option 2: USB write blocker with dedicated ENR USB flash drive
Recommendation: Use a USB write blocker in conjunction with a dedicated election night
reporting (ENR) USB flash drive (a.k.a. thumb drive) to transfer xml files from the EMS closed
network to NYSVoter VPN open network.

Rationale: The open network PC will only have ‘read” access to the dedicated ENR USB flash drive
as the write blocker device will not allow any data, files, applications or executables to be written
to the dedicated ENR USB flash drive.

Preconditions:
e Dedicated ENR USB flash drive is sanitized before use on election night

e USB write blocker available for use
Steps:

1. Write xml file(s) to a dedicated ENR USB flash drive (closed network EMS server)

2. Insertthe USB write blocker into the open network PC that connects to the NYSVoter VPN
and then insert the dedicated ENR USB flash drive into USB write blocker

3. Upload (transmit) xml files

4. Disconnect dedicated ENR USB flash drive from write blocker and then disconnect the
write blocker from the open network PC

5. Insert dedicated ENR USB flash drive into closed network EMS and clear XML files.
Dedicated ENR USB flash drive is now ready for next use in the EMS closed network

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to always use the write blocker whenever the removable media is inserted to a
device outside of the closed network.

2. If chain-of-custody of the dedicated ENR USB flash drive cannot be maintained, then the
dedicated ENR USB flash drive cannot be used in the EMS closed network environment. If
CBOEs want to continue to use the dedicated ENR USB for other activities not related to
the closed network, the CBOE must scan, securely reformat and relabel the USB flash
drive before use.
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Figure: 2
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Option 3: Dedicated ENR USB flash drive with physical write protect

switch

Recommendation: Use a dedicated ENR USB flash drive with a physical write protect switch and
digitally signed secure firmware to transfer xml files from the EMS closed network to NYSVoter
VPN open network.

Rationale: The open network PC will only have read access to the dedicated ENR USB flash drive
as the physical write protect switch will not allow any data, files, applications or executables to
be written to the dedicated ENR USB flash drive. Furthermore, the use of digitally sighed secure
firmware is used to confirm the author and provide assurance that the firmware code had not
been changed since it was signed.

Preconditions: Dedicated ENR USB flash drive:

e With physical write protect switch

e Sanitized before use on election night

e Physical write protect switch was ‘On’ anytime the dedicated ENR USB flash drive was
used outside of the EMS closed network

v1.0:1/9/2019
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Steps:

1. Select ‘Off’ (write enabled) position using the physical write protect switch on the
dedicated ENR USB flash drive and insert into closed network EMS server

2. Write xml file(s) to a dedicated ENR USB flash drive

3. Ejectdedicated ENR USB flash drive from EMS server and select ‘On’ (write disabled) using
the physical write protect switch on the dedicated ENR USB flash drive

4. Insert dedicated ENR USB flash drive into the open network PC that connects to the
NYSVoter VPN and upload (transmit) xml files

5. Disconnect dedicated ENR USB flash drive from open network PC that connects to the
NYSVoter VPN

6. Select ‘Off’ (write enabled) using the physical write protect switch on the dedicated ENR
USB flash drive

7. Insert dedicated ENR USB flash drive into closed network EMS and clear XML files.
Dedicated ENR USB flash drive is now ready for next use in the EMS closed network

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to physically manipulate a write protect switch located on the USB.

2. If chain-of-custody of the dedicated ENR USB flash drive cannot be maintained, then the
dedicated ENR USB flash drive cannot be used in the EMS closed network environment. If
CBOEs want to continue to use the dedicated ENR USB for other activities not related to
the closed network, the CBOE shall scan and securely reformat and relabel the USB flash
drive before use.

Figure: 3
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Option 4: Media eraser with dedicated USB flash drive
Recommendation: Use a media eraser in conjunction with a dedicated election night reporting
(ENR) USB flash drive (a.k.a. thumb drive) to transfer xml files from the EMS closed network to

NYSVoter VPN open network.

Rationale: The media eraser will be used on the dedicated election night reporting (ENR) USB
flash drive (a.k.a. thumb drive) that was used to transfer results from the closed network to the
open network. This will fully erase the contents of the ENR USB flash drive before being used on

the CBOE closed network.

Preconditions:
e Dedicated ENR USB flash drive sanitized before use on election night.

e Media eraser available at the CBOE.

Steps:
1. Write xml file(s) to a dedicated ENR USB flash drive (closed network EMS server)
2. Insert dedicated ENR USB flash drive into open network PC and upload (transmit) xml files
3. Disconnect dedicated ENR USB flash drive from the open network PC
4. Insert dedicated ENR USB flash drive into the media eraser to erase all contents
5. Insert dedicated USB into the closed network EMS to perform a high-level reformat.

Dedicated USB media ready for use.

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to fully erase and reformat the USB flash drive before next use.

2. If chain-of-custody of the dedicated ENR USB flash drive cannot be maintained, then the
dedicated ENR USB flash drive cannot be used in the EMS closed network environment. If
CBOEs want to continue to use the dedicated ENR USB for other activities not related to
the closed network, the CBOE shall scan and securely reformat and relabel the USB flash

drive before use.

v1.0:1/9/2019 Page 13 of 32



Figure: 4
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5a. Transfer of Unofficial Poll Site Results after the Closing of the Polls
(Write Blocker)

Recommendation: Use a write blocker in conjunction with the removable media from each PBOS
(USB — ES&S, CF Card — Dominion) to transfer unofficial election results files from an Election
Night Results Transfer Site to the CBOE Uncertified Reporting tool via an open network
configured by the CBOE.

Rationale: The CBOE Transfer Device will only have read access to the dedicated PBOS removable
media as the write blocker device will not allow any data, files, applications or executables to be
written to the PBOS removable media.

Preconditions: Write blocker based on removable media being used.
Steps from diagram:

5. Insert write blocker into CBOE Transfer Device that connects via an open network to the
CBOE Uncertified Reporting Tool and insert PBOS removable media (containing unofficial
election results files) into write blocker device (each PBOS)

6. Transmit (transfer) unofficial election results files

12. Disconnect PBOS removable media from the write blocker, disconnect write blocker from
the CBOE Transfer Device and transport removable media back to the CBOE

13. After an election has been certified and archiving activities are completed for the 24-
month period requirement (NYS Election Law Section 3-222), insert PBOS removable
media used in the election into the closed network EMS to perform a high-level reformat.
PBOS removable media ready for use.
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Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to always use the write blocker whenever the removable media is inserted to a

device outside of the closed network.
2. If chain-of-custody of removable media cannot be maintained, then the removable media

cannot be used in the EMS closed network or PBOS in future elections. If CBOEs wants to
use the removable media for other activities not related to the closed network, the CBOE

shall scan and securely reformat and rename the removable media before use.

Figure: 5a
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5b. Transfer of Unofficial Poll Site Results after the Closing of the Polls
(Media Eraser)

Recommendation: Use a media eraser on the removable media from each PBOS (USB — ES&S, CF
Card — Dominion) that were used to transfer unofficial election results files from an Election Night
Results Transfer Site to the CBOE Uncertified Reporting tool via an open network configured by
the CBOE.

Rationale: The media eraser will be used on each removable media PBOS (USB — ES&S, CF Card
— Dominion) that was used in conjunction CBOE Election Night Results Transfer Site Device. The
media eraser will erase the contents before being used on the CBOE closed network.

Preconditions:
e [Media eraser available at the CBOE
e Chain-of-custody is maintained throughout the entire process

Steps from diagram:

5. Transmit (transfer) unofficial election results files

11. Return PBOS removable media to CBOE using chain-of-custody procedures

12. After an election has been certified and archiving activities are completed for the 24-
month period requirement (NYS Election Law Section 3-222), use the media eraser to
erase all contents on each PBOS removable media used for Election Night Results
reporting.

13. Insert all PBOS removable media used in the election into the closed network EMS to
perform a high-level reformat. PBOS removable media ready for use.

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to always use the media eraser whenever the removable media is inserted to a
device outside of the closed network.

2. If chain-of-custody of removable media cannot be maintained, then the removable media
cannot be used in the EMS closed network or PBOS in future elections. If CBOEs wants to
use the removable media for other activities not related to the closed network, the CBOE
shall scan and securely reformat and rename the removable media before use.
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Figure: 5b
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6a. Transfer of Ballot PDFs to Print Vendor (Write Blocker)

Recommendation: Use a USB write blocker in conjunction with a dedicated Ballot PDF Transfer
USB flash drive (a.k.a. thumb drive) to transfer ballot PDFs from the EMS closed network to a PC
connected on the CBOE open network.

Rationale: The open network PC will only have read access to the dedicated Ballot PDF Transfer
USB flash drive as the write blocker device will not allow any data, files, applications or
executables to be written to the dedicated ENR USB flash drive.

Preconditions:

1. Dedicated Ballot PDF Transfer USB flash drive sanitized before use
USB write blocker was connected anytime the PDF Transfer USB flash drive was used
outside of the EMS closed network

3. Each CBOE shall have a process in place to visually verify the ballot PDFs to ensure the
integrity of the data was maintained by the vendor when printing the ballots. Once the
ballot PDFs are visually verified as correct, the CBOE shall provide sign-off on the ballots.
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Steps from diagram:

1. Write ballot PDFs to a dedicated Ballot PDF Transfer USB flash drive (closed network EMS
server)

2. Transfer ballot PDFs

5. Visually verify printed ballots against submitted PDFs following CBOE defined process and
procedures

6. Disconnect dedicated Ballot PDF Transfer USB flash drive from the open network PC

7. Insert dedicated Ballot PDF Transfer USB flash drive into the media eraser to delete all
contents

8. Insert dedicated USB into the closed network EMS to perform a high-level reformat.
Dedicated USB media ready for use

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to fully erase and reformat the USB flash drive before next use.

2. If chain-of-custody of the dedicated Ballot PDF Transfer USB flash drive cannot be
maintained, then the dedicated Ballot PDF Transfer USB flash drive cannot be used in the
EMS closed network environment. If CBOEs want to continue to use the dedicated Ballot
PDF Transfer USB for other activities not related to the closed network, the CBOE shall
scan and securely reformat and relabel the USB flash drive before use.

Figure: 6a
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6b. Transfer of Ballot PDFs to Print Vendor (Media Eraser)

Recommendation: Use a media eraser in conjunction with a dedicated Ballot PDF Transfer USB
flash drive (a.k.a. thumb drive) to transfer ballot PDFs from the EMS closed network to a PC
connected on the CBOE open network.

Rationale: The media eraser will be used on the dedicated Ballot PDF Transfer USB flash drive
(a.k.a. thumb drive) that was used to transfer ballot PDFs from the closed network to the open
network. The media eraser will fully erase the contents before being used on the CBOE closed

network.

Preconditions:

Dedicated Ballot PDF Transfer USB flash drive flash drive sanitized before use

Media eraser available at the CBOE

Each CBOE shall have a process in place to visually verify the ballot PDFs to ensure the
integrity of the data was maintained by the vendor when printing the ballots. Once the
ballot PDFs are visually verified as correct, the CBOE shall provide sign-off on the ballots.

Steps from diagram:

1.

Note:

Write ballot PDFs to a dedicated Ballot PDF Transfer USB flash drive (closed network EMS
server)

Insert the USB into open network PC that transfers ballot PDFs to the print vendor and
transfer ballot PDFs

Visually verify printed ballots against submitted PDFs following CBOE defined process and
procedures

Disconnect dedicated Ballot PDF Transfer USB flash drive from the open network PC
Insert dedicated ENR USB flash drive into the media eraser to erase all contents.

Insert dedicated USB into the closed network EMS to perform a high-level reformat.
Dedicated USB media ready for use.

Human error is always the weakest security link. This recommendation relies on election
staff to always use the media eraser whenever the removable media is inserted to a
device outside of the closed network.

If chain-of-custody of the dedicated Ballot PDF Transfer USB flash drive cannot be
maintained, then the dedicated Ballot PDF Transfer USB flash drive cannot be used in the
EMS closed network environment. If CBOEs want to continue to use the dedicated Ballot
PDF Transfer USB for other activities not related to the closed network, the CBOE shall
scan and securely reformat and relabel the USB flash drive before use.
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Figure: 6b
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7a. Transfer of Bridge Data from Vendor to CBOE (CD-R/DVD-R)

Recommendation: Scan downloaded bridge data file(s) with anti-virus and anti-malware
software. If no threats are found, write (a.k.a. burn) bridge data files to a write-once CD-R or
DVD-R using the CD/DVD writer installed on an open network PC. If the open network PC does
not have the capability to write to a CD-R or DVD-R, then an external writer may be attached to

the PC.

Rationale: The CD-R or DVD-R is write-once technology that uses pristine media that does not
contain data, files, applications and executables that would introduce viruses or malware to the
closed network. After the successful import of bridge data files, the CD-R or DVD-R is to be
shredded.

Precondition: Each CBOE shall have a process in place to visually verify the data points to ensure
the integrity of the data received from the vendor. Once the data is verified as correct, the CBOE

shall provide sign-off on the data.
Steps:

1. Receive bridge data files

Access (secure) file transfer site

Download bridge data files

Scan files for viruses and malware

Write files to CD-R/DVD-R (if no threats were found)

Gvop W
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6. Insert CD-R/DVD-R into the EMS closed network, import bridge data files into EMS and

manually verify data accuracy
7. Eject CD-R/DVD-R from the EMS closed network
8. Shred CD-R/DVD-R. Use new CD-R/DVD-R for next use in the EMS closed network

Figure: 7a
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7b. Transfer of Bridge Data from Vendor to CBOE (Media Eraser)
Recommendation: Use a media eraser in conjunction with scanning downloaded bridge data
file(s) with anti-virus and anti-malware software. If no threats are found, write bridge data files
to a dedicate bridge data USB flash drive.

Rationale: The media eraser will be used on the dedicated bridge data USB flash drive (a.k.a.
thumb drive) that was used to transfer bridge data from CBOE open network to the CBOE closed
network. The media eraser will fully erase the contents before each download.

Precondition:

e Each CBOE shall have a process in place to visually verify the data points to ensure the
integrity of the data received from the vendor. Once the data is verified as correct, the
CBOE shall provide sign-off on the data.

e Dedicated bridge data USB flash drive sanitized before use.

e Media eraser available at the CBOE
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Steps:

1. Receive bridge data files

2. Access (secure) file transfer site

3. Download bridge data files

4. Scan files for viruses and malware

5. Write files to dedicated bridge data USB flash drive (if no threats were found)

6. Insert dedicated bridge data USB flash drive into the EMS closed network, import bridge
data files into EMS and manually verify data accuracy

7. Disconnect dedicated bridge data USB flash drive from the EMS closed network

8. Insert dedicated bridge data USB flash drive into the media eraser to erase all contents
9. Insert dedicated USB into the closed network EMS to perform a high-level reformat
10. Dedicated bridge data USB flash drive ready for use ‘Clean USB’

Note:

1. Human error is always the weakest security link. This recommendation relies on election
staff to always use the media eraser whenever the removable media is inserted to a
device outside of the closed network.

2. If chain-of-custody of the dedicate bridge data USB flash drive cannot be maintained, then
the dedicate bridge data USB flash drive cannot be used in the EMS closed network
environment. If CBOEs want to continue to use the dedicate bridge data USB flash drive
for other activities not related to the closed network, the CBOE shall scan and securely
reformat and relabel the USB flash drive before use.

Figure: 7b
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8a. Data Imports into EMS

Recommendation: Scan data import file(s) with anti-virus and anti-malware software. If no
threats are found, write (a.k.a. burn) data import files to a write-once CD-R or DVD-R using the
CD/DVD writer installed on an open network PC. If the open network PC does not have the
capability to write to a CD-R or DVD-R, then an external writer may be attached to the PC.

Rationale: The CD-R or DVD-R is write-once technology that uses pristine media that does not
contain data, files, applications and executables that would introduce viruses or malware to the
closed network. After the successful import of data files, the CD-R or DVD-R is to be shredded.

Precondition: Each CBOE shall have a process in place to visually verify the data points to ensure
the integrity of the data. Once the data is visually verified as correct, the CBOE shall provide sign-
off on the data.

Steps:

1. Access data import files on CBOE PC

2. Scan files for viruses and malware

3. Write files to CD-R/DVD-R (if no threats were found)

4. Insert CD-R/DVD-R into the EMS closed network and import bridge data files into EMS
and visually verify data accuracy

5. Eject CD-R/DVD-R from the EMS closed network

6. Shred CD-R/DVD-R. Use new CD-R/DVD-R for next use in the EMS closed network

Figure: 8a
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8b. Data Imports into EMS (Media Eraser)

Recommendation: Use a media eraser in conjunction with scanning data import file(s) with anti-
virus and anti-malware software. If no threats are found, write data import files to a dedicate
data import USB flash drive.

Rationale: The media eraser will be used on the dedicated data import USB flash drive (a.k.a.
thumb drive) that was used to transfer data import files from CBOE open network to the CBOE
closed network. The media eraser will fully erase the contents before each copy/transfer.

Precondition:

Steps:

W

® N o v

Note:

Each CBOE shall have a process in place to visually verify the data points to ensure the
integrity of the data. Once the data is verified as correct, the CBOE shall provide sign-off
on the data.

Dedicated data import USB flash drive sanitized before use

Media eraser appliance available at the CBOE

Access data import files on CBOE PC

Scan files for viruses and malware

Write files to dedicate data import USB flash drive (if no threats were found)

Insert dedicated data import USB flash drive into the EMS closed network, import files
into EMS and manually verify data accuracy

Disconnect dedicated data import USB flash drive from the EMS closed network

Insert dedicated data import USB flash drive into the media eraser to erase all contents
Insert dedicated USB into the closed network EMS to perform a high-level reformat
Dedicated data import USB flash drive ready for use ‘Clean USB’

Human error is always the weakest security link. This recommendation relies on election
staff to always use the media eraser whenever the removable media is inserted to a
device outside of the closed network.

If chain-of-custody of the dedicated data import USB flash drive cannot be maintained,
then the dedicated data import USB flash drive cannot be used in the EMS closed network
environment. If CBOEs want to continue to use the dedicated data import USB flash drive
for other activities not related to the closed network, the CBOE shall scan and securely
reformat and relabel the USB flash drive before use.
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Figure: 8b
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9. Transfer of Poll Book Data to Print Vendor

Recommendation (Outsource Printing): Use Microsoft Word 2013 or later version ‘Encrypt with
Password’ feature to encrypt poll book data file(s) to be sent to the print vendor using the default
values (Advanced Encryption Standard (AES), 128-bit key length, SHA1, and cipher block chaining
(CBC)). Passwords shall be created using NYS ITS IT Policy: Identity Assurance (NYS-P10-006), IT
Standard: Identity Assurance (NYS-S13-004) and IT Standard: Authentication Tokens (NYS-S14-
006). Passwords shall be communicated from the CBOE to the Poll Book Print Vendor using out-
of-band methods such as by phone (voice) or text message to a confirmed number. Encrypted
poll book data files shall be transferred from the CBOE to Poll Book Print Vendor using one of the
secure file transfer options listed in the ‘Best Practices for Transmission of Files and Data’ section.

Rationale: Using Microsoft’s built in encryption features to encrypt poll book data files will
provide a layer of protection to ensure the confidentiality of the data is not compromised. Poll
book data files include but are not limited to the following fields: full name, address, birth date,
date of registration, and signature.
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Preconditions:

1.

3.

Poll book (voter registration) data confirmed for printing. The CBOE shall only transmit
the minimum required voter registration fields needed to print the poll book. The CBOE
shall not send data fields that are not required to print the poll book.

Each CBOE shall have a process and procedure in place to manually verify quantity of poll
books received against the print vendor certification and number of registered voters.
Once the data is confirmed as correct, the CBOE shall provide sign-off on the data.
Microsoft Word 2013 or later version.

Steps from diagram:

3.
4.

10.

11.

CBOE decision to outsource printing of poll books

CBOE uses Microsoft Word 2013 or later ‘Encrypt with Password’ feature to encrypt poll
book data files with a password. CBOE will send password to poll book print vendor using
predetermined out-of-band method.

CBOE transfers poll book data along with the number of registered voters contained in
the file.

Poll book print vendor decrypts poll book data file(s) with password obtained out-of-band
from CBOE

Poll book print vendor processes data file(s) and prints poll books.

Poll book print vendor will destroy poll book data file received from the CBOE by deleting
all instances of file from their system

Poll book print vendor will deliver printed poll books to the CBOE with a certification of
quantities produced. The poll book print vendor will also certify to the CBOE the number
of registered voters processed and included in the poll books.

CBOE will manually verify quantity of poll books received against the print vendor
certification and number of registered voters.

CBOE prepare the poll books for distribution to poll sites.
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Figure: 9
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10. Updating Static Website Data

Recommendation (Third Party Vendor): Use a hash value application to generate a SHA256 hash
value for associated website data file(s). Hash value(s) shall be entered into a Microsoft Word
2013 or later version document and encrypted using the ‘Encrypt with Password’ feature. The
password encrypted document containing the hash values can be emailed to the Third-Party
Vendor. Passwords shall be created using NYS ITS IT Policy: Identity Assurance (NYS-P10-006), IT
Standard: Identity Assurance (NYS-S13-004) and IT Standard: Authentication Tokens (NYS-S14-
006). Passwords shall be communicated from the CBOE to the Third-Party Vendor using out-of-
band methods such as by phone (voice) or text message to a confirmed number. Website data
files shall be transferred from the CBOE to Third Party Vendor using one of the secure file transfer
options listed in the ‘Best Practices for Transmission of Files and Data’ section.

Rationale: Using a hash value application to generate hash values for the files that will be
transmitted to the third-party vendor will ensure the integrity of the data is not compromised.
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Preconditions:

1. Website files confirmed for posting
2. Microsoft Word 2013 or later version

Note: Each CBOE shall have a process in place to visually verify website content updates (for both
internally and externally hosted sites) to ensure that integrity was maintained. Once the website
updates are verified as correct, the CBOE shall provide sign-off.

Steps from diagram:

8. CBOE decision to have third party post website updates
9. CBOE uses a hash value application to generate a SHA256 hash value on website update
files. CBOE will send hash value(s) to third party vendor (website) using predetermined

out-of-band method

10. CBOE transfers website files using secure method
11. Third party vendor verifies hash values on transmitted files with password obtained out-

of-band from CBOE

12. Third party vendor updates CBOE website
13. Third party vendor notifies CBOE that website has been updated and is ready to validate
3. CBOE validates website content for accuracy

Hash Value Generator: CBOE should use the hash calculator application they use when
performing hash checks on voting systems. SlavaSoft HashCalc 2.02 is the latest version available
for download at: http://www.slavasoft.com/?source=HashCalc.exe

Figure: 10
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11. Election System Upgrades
Step 3 — Receive Trusted Build Media (Decrypt, Verify Hashes)
Actor: SBOE
Usage: The SBOE Election Operations Unit must use a PC to:
e Decrypt the trusted build media using the password provided by the VSTL
e Verify the hash values of the trusted build files provided by the VSTL
e Save trusted build file(s) to a shared drive located on the SBOE local area network (LAN)

e Archive trusted build media

Recommendation: The SBOE Election Operations Unit shall use a PC that is:
e Designated only for trusted build activities
e Hardened per SBOE IT policy
e Hardened per NIST best practices
e Up to date on all patches
e Up to date on anti-virus/anti-malware definitions
e Shared drive is only accessible by Election Operations Unit

Rationale: System hardening (configuration steps) must be applied to a system to ensure that
the system is resilient to attack or compromise.

Step 5 — Create Final Build (Media)

Actor: SBOE
Recommendation: The SBOE Election Operations Unit will continue using write-once media (CD-

R or DVD-R) to write (a.k.a. burn) final build file(s) to a CD-R or DVD-R using the CD/DVD writer
installed in the designated ‘trusted build’ PC. If the PC does not have the capability to write to a
CD-R or DVD-R, then an external writer may be attached to the PC.

Rationale: The CD-R or DVD-R is write-once technology that uses pristine media that does not
contain data, files, applications and executables that would introduce viruses or malware to the
closed network. After the successful import of bridge data files, the CD-R or DVD-R is to be
archived. Insecure methods of transfer increase the risk of compromising the integrity.

Step 7 — Validate hash values (media & files)

Actor: CBOE

Usage: The CBOE must use a PC to:
e Verify the hash value of the final build media provided by SBOE Election Operations Unit
e Verify the hash values of the final build files provided by the VSTL

Recommendation: The CBOE shall use a PC that is:
e Designated only for upgrade and hash check activities
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e Standalone PC/Laptop (non-networked with CD-RW/DVD-RW drive)
e Hardened per county IT policy

e Hardened per NIST best practices

e Up to date on all patches

e Up to date on anti-virus/anti-malware definitions

Rationale: System hardening (configuration steps) must be applied to a system to ensure that
the system is resilient to attack or compromise. A compromised PC could subvert the hash
check procedure; therefore, the PC should be standalone.

Step 11 — Load Final Build (Upgrade removed from CD/DVD)
Step 12 — Transfer Image(s)/File(s)
Actor: CBOE
Usage: The CBOE must use a PC to:
e Transfer images
o Use Selflmage application to write image from transfer PC/laptop to USB thumb
drive DS200 (ES&S proprietary media)
o Use Selflmage application to write image from transfer PC/laptop to CF Card
(DS850 and AutoMARK)
o Use Winlmage application to write image from transfer PC/laptop to CF Card
(Dominion BMD upgrade)

PC Recommendation: The CBOE shall use a PC that is:
e Designated only for upgrade and hash check activities
e Standalone PC/Laptop (non-networked with CD-RW/DVD-RW drive)
e Hardened per county IT policy
e Hardened per NIST best practices
e Up to date on all patches
e Up to date on anti-virus/anti-malware definitions

PC Rationale: System hardening (configuration steps) must be applied to a system to ensure
that the system is resilient to attack or compromise. A compromised PC could be a potential
point where malicious code can be introduced, therefore the PC should be standalone.

Removable Media Recommendation: CBOE shall use removable media that is designated for
upgrades or software validations (hash checks) only.

Removable Media Rationale: Removable media used for election day activities cannot be used
for system upgrades or software validations if media is inserted into another device that is not
considered part of the closed network, unless a write blocker is used. Chain of custody must be
maintained on all removable media.
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Step 14 — Perform Hash Check (Software Validation)

Actor: CBOE
Usage: The CBOE must use a PC to perform hash checks following associated procedure.

PC Recommendation: The CBOE shall use a PC that is:
e Designated only for upgrade and hash check activities
e Standalone PC/Laptop (non-networked with CD-RW/DVD-RW drive)
e Hardened per county IT policy
e Hardened per NIST best practices
e Up to date on all patches
e Up to date on anti-virus/anti-malware definitions

PC Rationale: System hardening (configuration steps) must be applied to a system to ensure
that the system is resilient to attack or compromise. A compromised PC could subvert the hash
check procedure, therefore the PC should be standalone.

Removable Media Recommendation:

CBOE shall use removable media that is designated for upgrades or software validations (hash
checks) only.

Removable Media Rationale: Removable media used for election day activities cannot be used
for system upgrades or software validations if media is inserted into another device that is not
considered part of the closed network, unless a write blocker is used. Chain of custody shall be
maintained on all removable media.

Step 15 — Install CCOS upgrade

Actor: CBOE
Removable Media Recommendation: CBOE shall use removable media that is designated for

upgrades or software validations (hash checks) only.

Removable Media Rationale: Removable media used for election day activities cannot be used
for system upgrades or software validations if media is inserted into another device that is not
considered part of the closed network, unless a write blocker is used. Chain of custody shall be
maintained on all removable media.

Step 16 — Install CCOS/AAT upgrade

Actor: CBOE
Removable Media Recommendation: The CBOE writes ISO image to a write-once CD-R or DVD-

R media is using the CD/DVD writer installed on the transfer image PC. If the PC does not have
the capability to write to a CD-R or DVD-R, then an external writer may be attached to the PC.
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Removable Media Rationale: The CD-R or DVD-R is write-once technology that uses pristine
media that does not contain data, files, applications and executables that would introduce viruses
or malware to the system. After the successful upgrade, the CD-R or DVD-R is to be shredded.

Figure: 11
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ONONDAGA COUNTY BOARD OF ELECTIONS
AGREEMENT OF VOTE BY MAIL BALLOT DISTRIBUTION
COMMISSIONERS DUSTIN M. CZARNY and KEVIN P. RYAN

Thursday, July 31, 2025

It is the policy of the Onondaga County Board of Elections that:

e All Vote by Mail ballots are mailed if time is allowed.

e Any person or agent designated on a Vote by Mail application to pick
up Vote by Mail ballots for another individual will be granted five (5)
Vote by Mail ballots per day. If a person or agent wishes to drop off
more than five (5) such applications at a time, there will be a one (1)
business day hold on the issuing of the ballots to allow for the BOE to
process the applications as well as notify the recipient by mail and
phone that a ballot is being issued in their name.

e Vote by Mail applications/ballots will not be given out together more
than one (1) week before a Primary or General Election.

e Ballots will be delivered to the post office by commissioners, deputy
commissioners or designees of the commissioners.

e Ballots Requested on Election Day can only be issued by court order.

Dustin M. Czarny
Commissioner (D)
Onondaga County Board of Elections

lin s

Kevin P. Ryan

Commissioner (R)
Onondaga County Board of Elections



Social Media Calendar August 2025
Mondays

9am —Early Voting Page
Noon - Vote by Mail

3pm —Polling Place Page
Tuesdays

9am - Polling Place Page
noon —Special

3pm —Voter Reg Page
Wednesday

9am - Stats page

Noon - Polling Place Page
3pm —Vote by Mail
Thursday

9am - Election Inspector page
Noon — Early Voting Page
3pm —Polling Place Page
Friday

9am —Voter Reg Page
Noon — Maps Page

3pm —Special

Saturday

9am - Results Page

Noon - Polling Place Page

3pm —Early Voting Page



Sunday

9am - Election Inspector page
Noon - Vote by Mail

3pm —Candidate information Page
Specials

All month Inspector recruitment



Village options for conducting an Election
Revised: July 31, 2025

1.0nondaga County Board of Elections conducts
Village Election in November, Village will not be

charged for anything.

2.0nondaga County Board of Elections conducts
Village Election in March/June, Village will be
charged for all costs.

3.Village conducts their own election with their own
materials and equipment.



Option #1 - Onondaga County Board of Elections conducts
Village Election in November, Village will not be charged for
anything.

The Board of Elections will be responsible for all election processes
including but not limited to:

e Accepting all petitions, certifications of nominations, acceptances,
declinations, authorizations, general and specific objections.

e Preparing candidates list, media releases, candidates notices, etc.

e Processing all absentee applications, absentee ballots, and
absentee ballot cures.

e Hiring all applicable staff (inspectors, poll site managers and
machine technicians).

e Canvassing all ballots including affidavits.

e Certifying the election and notifying winners.

e Conducting a manual hand count if applicable.



Option #2 - Onondaga County Board of Elections conducts
Village Election in March/June.

BOE will conduct all election processes including all filings for
ballot access and the Village will be responsible for the following costs:

e Ballot Programming and Machine Pre-Lat =575.00 per hour (est. 3 hours)

e Ballot Printing (Emergency Ballots) =5.25 per ballot

e Blank Ballot on Demand Paper = 5.25 per ballot

e Trucking Cost = *See contracted pricing sheet

e Data Charge (for electronic poll books) = $15.00 per pollpad

e Inspector Pay (BOE will appoint all Inspectors, Village will be responsible for
payments) *These are the 2023 rates based on Minimum Wage*
Minimum of 2 regular inspectors and 2 poll site managers required.
o Regular Inspector = $15.50 per hour (Arrival-Departure)
o Poll Site Manager = $19.91 per hour (Arrival-Departure)
o Board of Elections Technician = $25.75 per hour (Arrival-Departure)

Board of Elections Service Fees:

e Proofing Ballots = $77.02 per hour (est. % hour)

e Absentee Printing & Materials = $.50 per ballot

e Absentee Mailing Preparing = $23.17 per hour (est. 1 hour)

e Absentee Mailing Postage = $.63 per ballot/envelope (based on USPS
current rates)

e Preparing Legal Ads = $30.40 per hour (est. 1 hour)

e Charge from Eagle News = $45.00 (Estimated)

e Electronic Pollbook Programming = $54.93 per hour (est. 3 % hours)

e Electronic Pollbook Setup = $54.93 per hour (est. 3 % hours)

e Recanvass=5$77.02 per hour (est. 3 hours)
e Audit=542.00 per hour (est. 1 hour)
e Certification = $30.40 per hour (est. 1 hour)



Option #3 - Village conducts their own election with their own
materials and equipment.

BOE will provide lists to Villages, but we no longer will be loaning
out election equipment. With the increased election processes and
limited timelines, we can no longer take on the responsibilities of
villages without compensation for our time as we have endured ample
overtime hours. We have also invested a great deal time and funds into
improving our election processes with new voting equipment.

[(p

Dustin M. Czarny Kevin P. Ryan
Commissioner (D) Commissioner (R)

Onondaga County Board of Elections Onondaga County Board of Elections



(ovsl

SOA -13) 423ud) sisAjeuy pue SulleyS UOIBWIOU| BINIONJISEIU| SUOIDD|T (6T)(e)
(8T)(e)€"0TC9 ‘WaM SIY3 104 ge3 Ueld dueldWO) By Uo As3ua ue 933|dwod asead ON 3ulules] ssauasemy A1undas (8T)(e)
SOA BIP3INl 3]qeAowWy (£1)(e)
SOA SunJuoday pue Suioluoln snonuiuo) (91)(e)
SOA 1uawadeue|n Ysiy Aled paiyl (sT)(e)
(vT)(e)€"0TT9 ‘way SIY3 10} gey ueld vueldwo) ays uo Asjus ue 933|dwod asead ON SU0I12910.1d g9\ pue |lew3 (r1)(e)
‘uonesnuayIne Jo3oeynnW 1oddns Jou S90P Jey) WR3sAs UoleWLIOUI AU 10§ UOIBIUBWNIOP apiAo.d os|e asea|d ‘(n)(€T)(e)€ 0229 42d
(€T)(e)€"0Z29 ‘WaM S1Y3 Joj ge3 ue|d aoueldwo) ay3 uo AJjua ue 933|dwod aseajd ON uonednuayiny Joidej-1nin (€T)(e)

‘S[erauapa.d anbiun a1epOWWOIIE 03 3|qRUN WIISAS UOIIEWIOU] AU 10} UOIIRIUBNIOP dpiroid OS|e asea|d ‘(a1)(zT)(e)€'0229 12d

‘s1UaWaJINbal piomssed 21ePOWILLIOIIR 03 B|GRUN WAISAS UOIBWIOLUI AU 1O} uolleuawnoop apiao.d osje asea|d ‘(

(zT)(e)€0CZ9 424
(¢1)(e)€E"0229 ‘Wl SIy3 10} ges uejd soueldwo) ay1 uo Aijus ue 33|dwod ases)d ON $S920y pue juawageur|A [elIUSPaID (z1)(e)
‘pdeog 21e1s 03 ue|d suoiesadQ Jo Aynujiuod 309D Jo Adod 1wiqgns osje aseajd ‘(11)(TT)(e)€'022Z9 J2d

SIA suonesadQ o Aunuiuo) (tT)(R)
"1517 19B3U0D Bsuodsay Juapiau| paiepdn Jo Adod jwqgns osje asead * 0T)(e)E€°0CC9 19d
S9A asuodsay juspiou| (oT)(e)
(6)(e)€"0zT9 ‘Wl S1y3 Joj ey ueld 2aueldwo) ay3 uo A13ua ue a33|dwiod asead ON duigson (6)(e)
SOA $S920y 910Way (8)(e)
"a8ew auldseq 03 suoi3dadxa Aue ioj uoneluawNIOp apiaoid osje aseald ‘(xix)(£)(e)ge 029 1ad
'SUOISUDIXD 19SMO.( 10 SOIDBW UolIeISHIOM Aue 10) uoleIuaWwNd0p apiao.d osje asea|d ‘(1Ax)(,)(e)€'02z9 19d
'SUOIII3|3 03 PA3ERIUN SWIISAS UDIIBLIIOJUI 0] SUOIIRIIUNWIWOI AUe 104 UolieIUBWNIOP apIAcid osje aseald “(a1)(£)(e)E'02z9 42d
(£)(e)€°0CT9 ‘W s1y3 104 ge1 Ue|d 9duel|dwo) aY3 Uo ALjua ue 339|dWod ases)d ON uoljeusW3aS HI0MIaN (£)(e)
SOA eleq JO uolelo1say (9)(e)
SOA e1eq uonda|j jo sdnyoeg (s)(e)
SOA Suiuueds Ayjigesau|np ()(e)
‘Payaied Jo pajepdn aq 01 3|qeun Agojouyaal Aue 1o} uolreluaWNIOp apiaoid os|e asea|d ‘(A)(€)(e)e 029 4ad
(€)(e)€ 0229 ‘W31 S1Y3 40§ Gl URld SdUBIIdWOD BY3 UO AJ3ud Ue 9319dwod asea)d ON juswadeue| ydied (€)(e)
(z)(e)€"0TZ9 ‘W3 S1Y3 104 gl UBld dduBIdWOD By UO AJ3ua Ue 939]dwod 3ses|d ON Aloyuanuj yassy (2)(e)
SIA uonesyisse|) eleq (T)(e)

palinbay uoneuLioju/suoildy [eUOIPPY snieis sjuswalinbay weiso4d A1indas J1agA) €°0229

J9PIN0Id 3IIAIDS padeur|A Pa1deJIu0d B 4o Jusawpedaq
SOA L1 AxunoD ay3 4o peay ay3 ‘403341Q LI YHM Juswia.8y ysi|qeiss (3)
sniels wei8o.id Alunaas 4aqh) 20229

patinbay uoilew.ioju/suondy [euUCIHPPY

€08Y-EL1 (8TG) 40 AOD*AN'SUOI1I9|3@34NIIS 1B 13JUID SUOIIII|F 94NS AY} }0eIU0I 3sea|d ‘dauessisse 1o suonsanb Aue Jo4
"umoys se paJinbai uonewoyul jeuoippe Aue apinoad pue (uUoida|as umopdolp ON/S3A BIA) sniels soueldwod JualInd apinoad aseajd ‘mojaq paisi| sjuswa|d uone|nday A114ndas J19gA) ayi Jo yaes uo4

1SIPPaYD uonesiyinae) aduerjdwo) uoneinsay A1inaas 1aqA)

Su01193|3 JO pieog 31e1S HI0OA MON



‘Sjuswwo) Sjuswwio)

|‘I§ .\\“\ :24njeudis :a4njeudis
1918 :91eQ
I\\ N\\ M\“ d

:auoyd :auoyd

€C6T - L2¥ - (STE) 8TEY - €8€ - (STE)
jlewy ‘llews

18U Ao3uo@ueAluinay 1au'A03uo@AuJeZOUISNP
=T ORL

Jauoissiwwo) uedlgnday JauoIssiwwo) d1eldowaq
:aweN :aweN

uehy g uinay Ausez) ‘| unsng
¢ Jauoissiwwo) T J3uoIssiwmwo)
:auoyd :auoyd

LOLY - SEV - (STE) 6EE8 - GEV - (STE)
‘jlewy ‘Jrewy

18U°A03UO@ SPJEMPAYIUW 13U'A03UO@UOIXISUINDY|
SIHL DL

15Aleuy 01Ny 31O 1921JJO uonewusoul Jalyd
:aweN :aweN

spaemp3 you UOIX3S UIND)Y|
‘¢ 0ss3 ‘T OSS3
edepuouQ :Ayuno)

'suoljeiado U039 Jo A1aA0234 pUE ‘SUOIFBIIUNWWIOD JUSPIUI ‘asuodsal AJuagiawa ‘03 Palilul] 10U INg UonIPPE Ul pue ‘weidold Ajinaas 13gA2 su01193|3 Jo pieod ay) 01 piesal Yiim 1oe3U0D 4o syutod ay) se pajeusisap (z)
‘wesdold A1unoas 1agAd ay) Jo Juawiysijqelsa ayy 1oy a|qisuodsai (T)
"9Je oym ‘suauoIssILILI0) AJUNOD Y1og Ag pausBls sUO1II3|F JO pieog 31LIS BY) JO 510193110 SAIINIBXT-0D) 33 03 43313] B U] J31USY) SUONIS[T 24NI3S BY) 03 (s0SS3) s42211J0 A1IN2aS Wa1sAS suo1199|3 uesinied-1q ‘omy jo uoireusisaq (p)
'syuawia|d Sulpueysino
Aue 1oy a1ep UON2|dW0d 13818) B SBPN|OUI 1RY) SUOIIII|F JO pleog 31e3S B3 03 3dueldwiod Joj uejd e pajgns ‘@A3eUIR} R 3y Ul 10 ‘Yed S1Yl JO €079 UOIIIS Ul PauI[INO0 JUBW|d Yoea pPaysi|qelsa A|[nyssadons aney apa ()
"1edA uanId Aue u 3T 3sn3ny ueyy Jaie| ou Ing Ajlenuue sUOJ1I3|7 JO pieog 91e)S 9y} 03 welFoud A3INIas 19GAd SIy3 4o aueldwo) (q)
"1ed siyy Jo TT°0T¢9 U01199s 01 Juensind sjodojoad AJIndas aney Apeadje Yoiym swiaisAs SuiloA ueyl Jayio ‘eyep uoidd|d
Hwisuesy pue ‘ssadoud ‘a103s ‘ssa9e 1Y) SAUIYIBW PUR SWBISAS ||e Jo A1ajes pue uoi3dajoud sy aunsua 03 1ed s1Y1 JO £°0729 UONDAS J3pun paJdinbai syuawa|a ayy Jo ||e sapnjaul jeyl wesdoid A3Indas 1agAd e jo Juawysijqeisy (e)
:AJI149D @M ‘Z°0T 29 19d
*Ju02 ‘weidold Anandas 1aqA) z:0z29




